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To avoid detection by antimalware programs, cybercriminals are increasingly abusing legitimate software
tools and legitimate programs in systems to steal data or ruin its integrity. They use fileless malware to
infiltrate trusted applications and issue executables that blend in with normal network traffic or IT/system
administration tasks while leaving fewer footprints. Ultimately, your business could be at risk. Let’s see
why.
What is fileless malware?
Fileless malware is stored in random access memory (RAM) instead of on the hard drive. In a typical
fileless infection, payloads can be injected into the memory of existing software or applications by
running scripts within whitelisted or authenticated applications such as PowerShell, which is designed to
automate system administration tasks such as view all USB devices, drives, and services installed in the
system, schedule a series of demands, or terminate processes (i.e., Task Manager).
Because there are no files to trace, fileless malware escapes detection from most antimalware programs,
especially those that use databases of precedents. Furthermore, most automated sensors cannot
recognize illicit scripts, and cybersecurity analysts who are trained to identify them usually have a
difficult time establishing where to start looking. Fileless malware isn’t as visible compared to traditional
malware. They employ a variety of techniques to stay persistent, and can adversely affect the integrity of
a business’s process and the infrastructures that run them.
Fileless malware by the numbers
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Cybersecurity firm Kaspersky Lab first discovered a type of fileless malware on its very own network a
couple of years ago. The final verdict was that it originated from the Stuxnet strain of state-sponsored
cyber warfare. The high level of sophistication and government funding meant fileless malware was
virtually nonexistent until the beginning of 2017.
In November 2016, attacks using fileless malware saw an up-tick of 13% according to a report. In the
same quarter, attacks surged 33% compared to the first quarter. During the first quarter of 2017, more
PowerShell-related attacks were reported on more than 12,000 unique machines.
Kaspersky Lab uncovered over 140 infections across 40 different countries. Almost every instance of the
fileless malware was found in financial institutions and worked towards obtaining login credentials. In
the worst cases, infections had already gleaned enough information to allow cyberattackers to withdraw
undisclosed sums of cash from ATMs.
While your business might not be in immediate danger, you should employ solutions that analyze trends
in behavior. It is also wise to invest in a managed service provider that offers 24/7 network monitoring,
proper patches, and software updates. Call today to get started.
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COMMUNICATIONS

Office 365 Apps for Communications?
There are so many Office 365 apps, it’s sometimes difficult to keep
track of them all. Sure, you have the most popular tools like Word
and Skype for Business, but there are three tools in the lineup
that seem like they could be used the same way: Outlook Groups,
Yammer, and Microsoft Teams. Read on to find out what makes
these collaboration tools different from one another and when
each of them should be used.
Outlook Groups
With the Outlook Groups Office 365 App, every member gets a
shared inbox, calendar, project planner, notebook, and document
library. You also get the ability to connect to third-party apps such
as Twitter, Trello, and Mailchimp, so notifications are sent directly
to your shared inbox.
This means all relevant messages and information are contained
in one place, so if a majority of your conversations occur via email,
Outlook Groups is ideal. What’s more, HR and sales departments
that communicate with external parties will also find plenty of
uses for its email features.
A big drawback with Outlook Groups, however, is email overload.
Because all messages and notifications are sent to one inbox,
users may become overwhelmed by the number of emails they
have to sort through every day.
Microsoft Teams
Microsoft Teams, a chat-based collaboration platform similar to
Slack, works with Skype for Business so you can text, call, video
chat, and share files with colleagues. Thanks to its seamless
integrations with other Office 365 apps, you can even work on
shared files without having to leave the app.

Unlike Groups, Microsoft Teams is designed for high-velocity
collaboration, making it the best of the three for completing
projects with tight deadlines or other tasks where employees
need immediate feedback.
Yammer
Much like Groups and Teams, Yammer works well with other
Office 365 apps like Outlook and OneDrive. However, Yammer
is a professional social media app designed to foster open
communication and break down barriers between teams.
With Yammer, important files and announcements can be shared
with the entire company like an office bulletin board. Users can
see the most popular post on their feeds, follow it, and even
provide their input by leaving a comment.
Yammer also takes design elements and features from popular
social media apps like Facebook, making it a popular choice for
companies with millennials in their workforce.
Which Office 365 Apps Should I Use?
Although we’ve discussed the fundamental differences between
Groups, Teams, and Yammer, we’ve barely scratched the surface
of what each app can do. To figure out which apps you need, you
must understand how your employees work, how they prefer to
collaborate, and what you want to achieve.
But there’s another way to find the right apps for your business.
Contact us today for an IT assessment!

FEATURED PARTNER

DUO
2 Factor Authentication
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Duo’s wide variety of authentication methods enable every
user to securely and quickly log in. Duo Push, sent by our
Duo Mobile authentication app, allows users to approve
push notifications to verify their identity. We also support
Universal 2nd Factor (U2F), security keys and tokens, onetime passcodes (OTP), SMS, phone callback and WebAuthn/
FIDO2 authenticators like Touch ID to provide flexible
options for all types of users - from clinicians to third-party
contractors.

RJ2 Technologies
RJ2 SPOTLIGHT

Support Team

Making the Magic Happen
Behind every great MSP there is a phenomenal team of experts and wizards
that ensure every server, email, file, and phone call goes off without a hitch. An
when things do go wrong, they are the first wave of cyber warriors to dive into
the breach and get you back up and running.
By focusing on a diverse team of backgrounds and skillsets, we can
handle a larger variety of issues with more rapid turn-arounds. Each
team member is the master of their Area of Responsibility and ensure
they stay up to date on current trends and technology. And when
an issue arises that is in their wheelhouse, they quickly captain the
team to right the ship. Get to know more about our team today at
RJ2T.com!

SECURITY

Social Engineering: Hackers Hacking People
There’s a saying in the cyber security
industry, coined by renowned cryptographer
Bruce Schneier: “Only amateurs attack
machines; professionals target people.”
When it comes to repeating the same
process safely and autonomously, machines
are less fallible than the average person
sitting at a desk. Savvy hackers looking
to boost funds from unsuspecting small
businesses know this. So instead of
developing a complex program that dances
around the security measures baked into
sophisticated modern technology, they
target the hapless folks on the other side of
the screen.
The strategy works disturbingly well.
According to IBM’s 2018 X-Force Threat
Intelligence Index, more than two-thirds of
company records compromised in 2017 were
due to what they call “inadvertent insiders”
– employees who left the front door wideopen for the bad guys without even realizing
it. Negligence, lack of awareness and sheer
bad luck put the best-laid plans to shame on
both sides.
But how does it happen? There are three
primary causes of employee-related
breaches, each of them contributing to a
sizable portion of hacks across the country.
1. SOCIAL ENGINEERING
Phishing remains one of the most prominent
strategies deployed by hackers to lift
data from small and midsize businesses.

The majority of these social engineering
attacks stem from an employee clicking
on a suspicious link that is embedded in a
dubious or absolutely convincing e-mail. To
lure your team into the trap, cybercriminals
often use data gathered from cursory
investigations of your organization from
the Internet or social media. Maybe they
pose as a security expert contracting
with your company or a member of a
customer support team behind one of your
employees’ personal devices. Whatever
mask they wear, it doesn’t take much to
convince an uninformed individual to click
on anything at all, resulting in a high success
rate for phishing attacks.
2.CIRCUMVENTED OR INCORRECTLY
IMPLEMENTED SECURITY MEASURES
Even if you do everything you can to
protect your business from digital attack,
your team may just dodge those measures
anyway. According to a report by cyber
security firm Dtex Systems, around 95%
of companies have employees who will
attempt to override previously implemented
security processes. And that’s if the security
measures are configured, patched and
installed properly in the first place. The IBM
X-Force report lists “mis-configured cloud
servers and networked backup incidents”
among the chief concerns of last year. Social
engineering hacks take advantage of this
fact and attempt to identify and target these
weak-points.

“Negligence, lack of awareness and sheer
bad luck put the best-laid plans to shame on
both sides.”
3. INSIDERS WITH MALICIOUS INTENT
Hell hath no fury like an employee scorned.
A strikingly large number of breaches
come not from error at all, but from
insidious tactics by disgruntled employees
or undercover criminals looking to make a
quick buck. It’s not quite a “you can’t trust
anyone” scenario, but there are definitely
folks out there who would sell your business
right out from under your nose.
With each of these in mind, it’s vital that you
incorporate extensive employee training and
vetting protocols to maximize their cyber
security know-how. In addition, you need
to implement safe practices that reduce
the room for human error, alert employees
when something is amiss and protect them
from the worst.
We can help. It’s difficult to overhaul your
cyber security, especially on the people side,
without a round-the-clock team dedicated
to pinpointing the weaknesses in your
organization and working to patch them up.
In 2019, human error is poised to take an
even more central role on the stage of digital
crime. Don’t leave it up to chance. With
RJ2 Technologies, we can help to educate
and prevent your team from experiencing
a social engineering scam and keep your
business data safe.
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Featured Product

Wireless Network Encryption
Wireless network sure makes our
life easy but while using wifi we also
have to ensure that the network
that we are using is also secure. Is
your network using the strongest
encryption methods available?

Wireless networks have made our lives easy, but at what cost? The

are more a liability than an advantage. RJ2 Technologies stays on the

ability to be mobile with your laptop or phone is only as enjoyable as the

forefront of encryption protocols and are ready to keep your floating bits

security that comes with that freedom and not every wireless network is

safe and protected from cyber criminals. Ask us what we can do today to

made equal. Without the guarantee of data security, wireless networks

improve your wireless security!

April
Facebook caught storing plaintext
passwords and why that is a mistake
Facebook announced that millions of user account passwords had been
stored insecurely, potentially allowing employees to gain access to
people’s accounts without their knowledge. An audit by Facebook had
found that hundreds of millions of user passwords dating to 2012 were
stored in a format known as plain text, which makes the passwords
readable to more than 20,000 of the company’s employees.
Storing passwords in plain text is a poor security practice. It leaves
passwords wide open to cyberattacks or potential employee abuse. A
better security practice would have been to keep the passwords in a
scrambled format that is indecipherable. As a precaution, we recommend
that you change your facebook passwords immediately to resecure them
in Facebook’s new, properly encrypted database.
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Success depends upon previous preparation, and
without such preparation there is sure to be failure.
- Confucius

