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If you’re one of the estimated 40%+ of businesses still on the outdated Windows 7 platform, consider
this your wake-up call: time is nearly up for your trusty, tried-and-true operating system. On January 14,
2020, Microsoft will end support for Windows 7. That means no more updates, security or otherwise,
will be offered by the company from that date forward.
The clock’s been ticking on Windows 7 ever since Microsoft ended mainstream support back in 2015, and
its time will soon be up. Windows 7 will still technically be usable after next January, but this upcoming
shift will spell trouble for users who’ve stuck it out to the platform’s bitter end. Not only will Windows 7
become progressively more unstable as modern hardware outpaces the software, but cybercriminals
are certain to flock to the operating system after support shuts down, eager to pick off easy targets
left vulnerable by the lack of ongoing security updates. If you’re running a business, this is a risk you
can’t afford. It’s time to contact your IT provider and make preparations to upgrade, preferably well in
advance of the January 14 deadline.
Don’t Leave Yourself Vulnerable. Since Windows 7 will continue to work after January 14, you may
wonder why you can’t just stick it out and keep using the platform. The answer is you can – but you
absolutely shouldn’t. In fact, the risks and problems this decision would pose to your business make an
upgrade less of a decision and more of an eventuality.
Modern software is no longer designed with Windows 7 in mind. This includes old software that’s been
upgraded since the world moved on from the operating system. As technological progress continues at
breakneck speed, more and more key programs will become unusable in Windows 7.
The same goes for hardware. Tech equipment advances exponentially year by year. In order to take
advantage of these massive improvements, you need an operating system equipped to handle these
new capabilities and features. What’s more, as the hardware progresses, it may become incompatible
with Windows 7 altogether.
However, these are small concerns when compared to the future security of your network. As time
goes on, new vulnerabilities are discovered in even the most well-designed operating systems. To fight
against hackers, developers continuously search for ways to remove these security gaps and release
them in the form of update patches. After Windows 7’s end of life, these updates will dry up. That means
that any users still on the platform will be exposed to the increasingly crafty exploits used by hackers.
Cybercriminals, attracted to the lowest-hanging fruit, will come in droves for Windows 7 users, eager to
pick at the scraps. Staying on an operating system after it’s no longer supported is like leaving the digital
door open on your business.
Time Is Running Out With Windows 7 To End. We’re still at least six months out from the Windows 7
end-of-life date. When it comes time to actually make the transition, though, you’ll need all the time you
can get. Upgrading dozens, hundreds or even thousands of PCs is more laborious than you probably
realize. And with so many other companies scrambling to do the same toward the end of the year, IT
providers are likely to get bogged down with service requests.
Instead of putting it off to the last minute and potentially leaving yourself vulnerable, contact your IT
provider as soon as possible to initiate the upgrade process. You’ll leave yourself ample time to iron out
any issues as they arise without the added pressure of an imminent deadline.
When your business is on the line, it just doesn’t make sense to delay. Don’t risk losing everything you’ve
worked so hard to build. Make preparations to leave Windows 7 behind today!
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Cybersecurity for Small and Medium-sized Businesses
Most SMBs in Ponemon’s research said attacks against their
companies had severe financial consequences. For instance,
the report cited that many of them spent an average of $1.43
million because of the damage or breach of IT resources, a 33
percent increase from 2017. Disruption to operations also cost
an average of $1.56 million, a 25 percent increase from 2017.

The attacks

So what types of cyberattacks on SMBs were prevalent last
2018? According to the study, the order from most to least
common are as follows: phishing/social engineering, webbased attacks, general malware, compromised/stolen devices,
denial of services, advanced malware/zero day attacks, SQL
injection, malicious insider, and cross-site scripting.
Has your organization been hit with a data breach or
ransomware recently? This happens more often than you
might think to businesses of all sizes. Truly dependable
cybersecurity for small and medium-sized businesses are
of great importance. Given the frequency, complexity, and
increasing number of threats, a multi-level, agile, and cuttingedge cybersecurity strategy is the only response that will
protect businesses from massive losses. Fortunately, managed
IT services providers (MSPs) are filling this gap with solutions
and expertise that even small businesses can afford.

The numbers

According to the Ponemon Institute’s 2018 State of
Cybersecurity in Small & Medium Size Businesses (SMBs)
survey, cyber attacks on SMBs have increased from 61 percent
in 2017 to 67 percent in 2018. Only 28 percent of these SMBs
evaluated their ability to mitigate threats, vulnerabilities, and
attacks as highly effective. 58 percent of SMBs in the study
experienced a data breach in the last year.

Why managed services?

Partnering with MSPs is the most effective way to prevent
attacks and protect your business from these malicious
threats. They include a full range of proactive IT support
that focuses on advanced security, such as around the clock
monitoring, data encryption and backup, real-time threat
prevention and elimination, network and firewall protection,
security awareness training, and more.
Because managed services are designed to identify and fix
weak spots in your IT infrastructure, you’ll have faster network
performance, a business continuity and disaster recovery
strategy, as well as minimal downtime. One of the best things
about managed services is that you get a dedicated team of IT
professionals ready to assist you for any technology problems
you may encounter.
Being proactive when it comes to cybersecurity is the only
way to protect what you’ve worked hard to build. If you’d like
to know more about how managed services can benefit your
business, just give us a call, we’re sure to help.

FEATURED PARTNER

Microsoft
Founded in 1975, Microsoft is the worldwide leader in
software, services and solutions that help people and
businesses realize their full potential. Our mission
is deeply inclusive: empower every person and every
organization on the planet to achieve more. We expect
each of us—no matter what our level, role or function
is—to play an active role in creating environments
where people of diverse backgrounds are excited to
bring all of who they are and do their best work.
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RJ2 TECHNOLOGIES

RJ2 SPOTLIGHT
This month, I want to share with you one of my favorite books: Traction. Even as an
accomplished business owner, this book has had a profound impact on my leadership
and methodologies that I use in my everyday business. I highly recommend it for any
entrepreneur or business leader.
Here is a short synopsis: All entrepreneurs and business leaders face
similar frustrations—personnel conflict, profit woes, and inadequate
growth. Decisions never seem to get made, or, once made, fail to be
properly implemented. But there is a solution. It’s not complicated
or theoretical.The Entrepreneurial Operating System® is a practical
method for achieving the business success you have always envisioned.
More than 2,000 companies have discovered what EOS can do.
In Traction, you’ll learn the secrets of strengthening the six key
components of your business. You’ll discover simple yet powerful
ways to run your company that will give you and your leadership team more focus, more
growth, and more enjoyment. Successful companies are applying Traction every day to run
profitable, frustration-free businesses—and you can too.

Jeff Dann
President

BUSINESS PRESENCE

Why you should care about HTTPS protocol
One basic internet security habit that
everyone should remember is to avoid
websites that aren’t secured with
the HTTPS protocol. This is as simple
as looking at your URL bar to check
whether the URL string starts with
“https” and whether there is a symbol
of a closed padlock beside it.

directing www.google.com to the
address 8.8.8.255, for example, even if
that’s a malicious website. Oftentimes,
this strategy is implemented to send
users to sites that look exactly like what
they expected, but are actually falsefront sites designed to trick you into
providing your credentials.

HTTPS Encryption

HTTPS creates a new ecosystem of
certificates that are issued by the
online directories mentioned earlier.
These certificates make it impossible
for you to be redirected to a fraudulent
website.

When you visit a website that doesn’t
use HTTPS, which is common with
older websites that have been left on
its domain with minimal intervention,
everything you type or click on that
website is sent across the network in
plain text. So, if your bank’s website
doesn’t use the latest protocols, your
login information can be decrypted by
anyone with even the most basic tools.

HTTPS Certificates

The other thing outdated web
browsing lacks is publisher certificates.
When you enter a web address into
your browser, your computer uses an
online directory to translate that text
into numerical addresses then saves
that information on your computer
so it doesn’t need to check the online
directory every time you visit a known
website.
The problem is that if your computer
is hacked, it could be tricked into

What this means for browsing
without HTTPS

Most people hop from site to site too
quickly to check each one for padlocks
and certificates. Unfortunately,
HTTPS protocol is way too important
to ignore. Here are a few things to
consider when browsing:
If your browser marks a website as
“unsafe”, it is always best to err on the
side of caution; do not click “proceed
anyway” unless you are absolutely
certain nothing private will be
transmitted.
There are web browser extensions
that create encrypted connections
to unencrypted websites (HTTPS
Everywhere is a reliable Firefox,

Chrome, and Opera extension that
encrypts your communications with
websites).
HTTPS certificates don’t mean anything
if you don’t recognize the company’s
name. For example, goog1e.com (with
the “l” replaced with a one) could have
a certificate, but that doesn’t mean it’s
a trustworthy site. Many unscrupulous
cybercriminals utilize similar spellings
of legitimate websites to fool people
into thinking that they are in a secure
site. Always be vigilant.
Avoid sites that don’t use the HTTPS
protocol — it can be as simple as that.
When you’re ready for IT support
that handles the finer points of
cybersecurity like safe web browsing,
give our office a call.
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FEATURED PRODUCT

Dark Web Scanning
Don’t let your info fall into
the wrong hands.
Keep your business safe with
comprehensive Dark Web Scans.

Most people spend a good amount of time browsing the
internet. You buy things, send messages, and snap chat.
All that data is travelling far and wide and there are people
who are dedicated to stealing it. When they do, they go to
the dark web to profit from it. They post your information
for sale to the highest bidder, all in the shadows.
The Dark Web ID solution monitors, aggregates and alerts
non-stop – 24/7, 365 days a year scouring millions of sources
including botnets, criminal chat rooms, peer-to-peer networks,

May
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malicious websites and blogs, bulletin boards, illegal black
market sites as well as private and public networks and forums
for stolen credentials comprised of employee and customer
email addresses and passwords.

The Internet is becoming the town square
for the global village of tomorrow.
- Bill Gates

